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A. Background & Purpose:  

 
The University respects the privacy of individuals and is committed to promoting a culture of 
privacy that enables protection of privacy and continuous improvement of privacy practices.     

The purpose of this policy is to:  

1. Establish a formal privacy management program that supports the development of systems 
and processes that protect privacy. 

2. Ensure that the University complies with all applicable privacy laws governing personal 
information in its custody or control. 

3. Ensure that all individuals working 
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ii. This policy does not apply special purpose activities such as non-Dalhousie entities that 
use or rent space at Dalhousie where the activities that are conducted in those spaces 
are not conducted for or on behalf of the University.  

C. Definitions:  
 
Terms used in this policy are defined in Appendix “A” of this Policy. 
 

D. Policy:   
 

1. Accountability 

i. The University is accountable for managing personal information in its custody or 
under its control in accordance with applicable privacy laws, collective agreements, 
contracts, this policy and its procedures, and other applicable university policies and 
procedures. 
 

2. Minimization of Personal Information 

i. Collection, use, or disclosure of personal information shall be limited to the minimum 
amount of personal information necessary to achieve the purposes identified at the 
time of collection. 

 
3. Collection  

i. The University shall collect personal information when: 
a. The information relates directly to and is necessary for an operating program 

or activity of the University; 
b.  
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a. For the purpose for which the information was obtained or compiled or a 
purpose that has a reasonable and direct connection with the original 
purpose of collection where the use is necessary for meeting a statutory dutypilsre
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7. Safeguards  

i. The University will ensure reasonable safeguards are in place to protect personal 
information in its custody, or under its control by making security arrangements to 
protect against such risks as loss, theft, unauthorized access, collection, use, 
disclosure, storage or disposal.   

8. Accuracy and Correction  

i. The University shall make every reasonable effort to ensure that personal information 
in its custody or under its control is accurate and complete. 
 

ii. Where possible, individuals will be able to correct or update certain categories of 
personal information, such as contact information, on their own.  

 
iii. For other types of personal information believed to be inaccurate, an individual may 

request that their personal information be corrected by the unit holding the 
information.  

 
iv. If the unit is unable to make the correction for any reason, or if the individual wishes 

to make a formal request for correction under the FOIPOP act, the request must be 
made to the Privacy Officer. 

9. Retention and Disposal 

i. Personal information shall be retained for only as long as is necessary to achieve the 
purposes for which it was collected, or for legal or other legitimate business purposes, 
in accordance with this policy, the University’s Records Management Policy and the 
University’s record retention schedule.  
 

ii. Personal information used to make a decision that directly affects an individual must 
be retained for a minimum of one (1) year from the date of the decision in accordance 
with FOIPOP.  

 
iii. Destruction must be secure and take into account the context and sensitivity of the 

personal information. 
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ii. Personal information may be transported temporarily outside Canada for access 
purposes only in accordance with the University’s Access Storage and Disclosure of 
Personal Information Outside of Canada Procedure.  
 

iii. Any requests for disclosure of personal information in the custody or under the 
control of the University by authorities or organizations outside of Canada, such as a 
foreign court, state agency or law enforcement entity, shall be directed to the 
University’s Legal Counsel Office. 

 
14. Privacy Impact Assessments 

i. A risk-based Privacy Impact Assessment (PIA) must be conducted for all new 
Dalhousie University systems, projects, programs, or activities and for substantially 
modified systems or activities that collect, use, store and disclose personal 
information. The nature and extent of the assessment will be based on risk.  

 
ii. PIAs must be reviewed, completed, and approved in accordance with this policy’s 

Privacy Impact Assessment Procedure before a new system, project, program or 
activity can be tested and/ or implemented and before substantial modifications to 
an existing system can be implemented. 

 
15. Privacy Incident and Breach Management 

i. All known or suspected privacy breaches must be handled in accordance with this 
policy and the University’s Privacy Incident and Breach Protocol.  
 

ii. 
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e. Responding to privacy complaints. 
 

7. Annual Reporting: At the end of each academic year, an annual privacy report will be delivered 
to the Board of Governors which will include: 

i. The number of access to information applications processed under FOIPOP with the 
following details: 

a. representation of the applications by request type (e.g., business, political 
party, third-party representative, private individual/public, public interest 
group); 

b. total received; 
c. total withdrawn/abandoned; 
d. requests transferred out; 
e. 
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Privacy Complaint Procedure 
Access, Storage and Disclosure of Personal Information Outside of Canada Procedure  
Privacy Impact Assessment Procedure 
Access to and Correction of Personal Information Procedure 
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Appendix “A” - Definitions 
 
In this policy: 
 

1. “Access” means the ability to view or obtain information. 
 

2. “Access to information” means the right of the public to view or obtain a copy of records, and 
the right of individuals to view or receive a copy of records containing their own personal 
information, in the custody or under the control of the University, subject to specific legal 
exemptions. 
 

3. “Collection” means the act of gathering, acquiring, or obtaining personal information by any 
means from any source, except it does not include the sharing of personal information between 
authorized Dalhousie faculty, staff, volunteers and service providers. 
 

4. “Confidentiality” means the obligation of an individual or an organization to protect personal 
information entrusted to it and not misuse or wrongfully disclose it. 
 

5.  “Disclosure” means making available or releasing personal information by any means to any 
individual or entity, except it does not include the sharing of personal information between 
authorized Dalhousie faculty, staff, volunteers and service providers. 
 

6. “Express consent” means an individual’s permission for the collection, use and/or disclosure of 
their personal information is explicitly and directly given. Express consent may be written or 
verbal. 
 

7. “Health care” means an observation, examination, assessment, care, service or procedure in 
relation to an individual that is carried out, provided or undertaken for one or more of the 
following health related purposes: 

i. the diagnosis, treatment or maintenance of an individual’s physical or mental 
condition, 

ii. the prevention of disease or injury, 
iii. the promotion or protection of health, 
iv. palliative care, 
v. the compounding, dispensing or selling of a drug, healthcare aid, device, 
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9. “In the custody or under the control of the University” means records or personal information 
related to the University’s mandate and function that the University has some power of direction 
or command over or are accessible to the University based on customary practice. For example, 
personal information and 
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the custody or under the control of the University. Such activity is unauthorized if it occurs in 
contravention of applicable privacy laws, this policy and its associated procedures, collective 
agreements, and contracts. Privacy breaches may be intentional or unintentional.  
 
 

15. “Privacy complaint” means a complaint from an individual who believes that their personal 
information, in the custody or under the control of the University, has been handled in a manner 
contrary to the University’s privacy obligations under applicable privacy laws, this policy and its 
procedures.  
 

16. “Privacy impact assessment” means a due diligence process in which the University identifies 
and addresses potential privacy risks to personal information in its custody or under its control 
that may occur in the course of University operations. 
 

17. “
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24. “Unit


